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Background
The Association of Southeast Asian Nations (ASEAN)is an association of countries in Southeast Asia

that aim for closer integration (Chiou, 2010). ASEAN was founded in 1967 with five countries, and now
comprises of 10 members: Brunei Darussalam, Cambodia, Indonesia, Laos, Malaysia, Myanmar,
Philippines, Singapore, Thailand, and Vietnam Shephard and Wilson, 2008). One of the measures for
integration is the ASEAN Single Window (ASW) (Soesastro, 2008), which should be completed by 2025
(ASEAN, 2015).

The ASEAN Single Window is a computer network, in which each country’s National Single Window
(NSW) computer system is connected with the other countries: NSWs via a central service in the ASEAN
Secretariat's central server in Jakarta ASEAN Single Window Portal, 2018a).

Using a central server has several vulnerabilities. A central server with a central databse can fail, or the
internet connection to the server can be instable or cut. While these problems can be overcome with
Cloud Computing (Pugliatti, 2011), another serious problem remains: The system can be hacked, and
data in the database manipulated, leading to the possibility of fraud.
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Blockchain, on the other hand, does not use a central database but rather Distributed Ledger
Technology (DLT). This renders the data «<immutable~, so that any data submitted to the database and

confirmed cannot be altered retrospectively (Drescher, 2017).

This conceptual paper develops a use case for blockchain technology as the technology to be used for
the ASW.

The ASEAN Single Window ASW,

The ASW is the central system to which National Single Windows (NSWs) of the ASEAN member
countries are connected. The purpose is to facilitate trade within ASEAN and integrate the member
countries’ customs systems and other organisations: computer systems involved in intra-ASEAN supply
chains.

Each NSW connects relevant agencies and organisations in the public and private sectors that are
concerned with logistics and supply chains. These include the customs departments, port authorities,

shipping lines, customs brokers, freight forwarders, banks and certificate-issuing authorities, for
example:

Figure 1: National Single Window example Thailand)
Source: ASEAN Single Window Portal, 2018b

Implementation of the NSW streamlines logistics and supply chains by simplification of the processes. If
a shipment arrives at the port, the shipping line has to send the ship’s manifest to the NSW in advance.

The port operator will confirm to the system when the vessel has arrived, and each container will be
registered as received. The customs department is connected to the system, so will the importer's

customs broker. Any required import licence will be mentioned in the import declaration by the customs
broker, and the customs department can check easily whether the import licence is in place.

From a computer networking point of view, each of the organisations has a Local Area Network (LAN)in
which client computers are connected to a server. There are different kinds of servers, for example mail
servers, web servers or file servers. There are different ways - called topologies - the clients and the
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servers can be connected, for example as a star, a ring or a bus topology (Clark et al., 1978).In any case,
a LAN is a geographically restricted system, often within one building.

Figure 2: Local Area Network (LAN)
Source: Ammy 7 star 2019

Each of the organisations has their own file server in which the files related to supply chains, including
departuresarrival data or documents such as invoices and packing lists can be read or amended by the

local clients (computers connected to the LAN), be it a local server or the cloud. This centralisation of

control poses a security risk, as several examples in critical infrastructure control systems the US alone
have been identified by Stamp et al. 2003) for example.

To connect all these organisations> systems to an NSW requires connecting the file servers via the
internet. Whether the data on one organisation's server is accessible from each organisation directly or

whether access is through a central server is not public knowledge; however, there is no guarantee that
all organisations use the same database structure, so interfaces must be created. This is not an easy

task; Thailand-s 3 National Logistics Plan 2017-2021 shows the completion of the development of NSW
as a goal NESDC, 2019).Once completed, the NSW transforms a fragmented system in to a «<one-stop
facility» Basu Das, 2017).

Upon export of a shipment, any goods that receive tax privileges according to the ASEAN Free Trade
Agremeent (AFTA) require a Certificate of Origin Form D, which certifies that the goods conform to the

Rules of Origin. This certificate Form D is issued by the Ministry of Commerce's Foreign Trade
Department and must accompany the shipment for import customs clearance at the importing country:s
customs office.

To illustrate, the following agencies are connected to the Thai NSW as of December 2016:

1. The Thai Customs Department 2. Department of Industrial Works

3. Department of Mineral Resources 4. Department of Disease Control

5. Royal Forest Department 6. The Board of Investment of Thailand
7. Department of Medical Sciences 8. Office of The National Broadcasting and Telecommunications Commission
9. Department of Primary Industries and Mines 10. Department of Mineral Fuels

11. Department of National Parks, Wildlife and Plant Conservation 12. Department of Land Transport

13. Marine Department 14. Rubber Authority of Thailand

15. Port Authority of Thailand 16. Industrial Estate Authority of Thailand
17. Electrical and Electronics Institute 18. Office of The Cane and Sugar Board
19. National Bureau of Agricultural Commaodity and Food Standards 20. Department of Internal Trade

21. Excise Department 22. Thai Industrial Standards Institute
23. Food and Drug Administration 24. Office of Atoms for Peace

25. Department of Energy Business 26. Fine Arts Department

Table 1:26 agencies are having the completed data linkage electronically for any kinds of goods or
any types of documents in order to use for the customs formalities
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1. Defense Industry Department 2. Department of Agriculture
3. Department of Fisheries 4. Department of Foreign trade
5. Department of Livestock Development

Table 2:5 agencies are having the data linkage electronically for some kinds of goods in order to use
for the customs formalities

Hl. Department of Provincial Administration ||2 The Thai Chamber of Commerce and Board of Trade of Thailand H

Table 3: 2 agencies are having the data linkage electronically with paper-based documents in order to
use for the customs formalities

Source for tables 1-3: The Thai Customs Department 2017

According to Basu Das (2017)a problem with the implementation of the NSW in some ASEAN member

countries is resistance to change by senior bureaucrats and operational staff who fear loss of power and
other reasons ranging from «need for new job skills to extra earnings through unethical payment from

traders in return of issuance of permits and licenses».

The NSWs of all the ASEAN member countries are being connected to one network:

Figure 3: ASEAN Single Window
Source: ASEAN Single Window Portal 2018c)

If a shipment is sent from ASEAN member country A to ASEAN member B, all relevant data will be
collected from all relevant organisations into the NSW of country A, then relayed to the ASW Gateway,
and from there relayed to the NSW of country B, and then distributed to the organisations of country B.

Some countries have now already implemented the «e-Form D~ Department of Foreign Trade, 2016), so

that there is no need for a printed version of the Certificate to accompany the goods for customs
clearance. An electronic copy is sent from the issuing authority via the NSW of the exporting country to

the ASW and then on to the NSW of the importing country, where the Customs Department can access
it.

Problem Statement
Many if not all organisations in the NSW of each ASEAN country use their own centralised network qi.e.

a LAN). As the NSWs encompass many different kinds of organisations, private and public, the database
systems all have to be integrated with each other, and coordinated. Some integration has not taken
place, so that in practice staff retype data from printed documents into the system that requires it.

The idea of integrating not only all relevant organisations in each country to an NSW but then also to
distribute this from the origin country of a shipment to the destination digitally via the ASW increases the
efficiency of the supply chains very much. However, an implementation via different gateways and

systems that may be compromised contains an unnecessary risk of data corruption - intended or
unintended.
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Seven ASEAN member states including Thailand and Malaysia are currently pilot-testing the e-Form D,

in which the exporter applies for the Form D electronically, and it will then be sent via the ASW from the
originating country’s NSW to the destination country's NSW (brahim et al, 2019). However, this

document is created on a central server in the exporter's country, then sent to the NSW in their country,
then sent to the ASW central server and from there to the destination country’s central NSW server and
then on to the customs department's central server. Intended or unintended maodification or corruption

of any data is possible at any of the transmissions, and there is no system that can guarantee with
absolute certainty that the data arrives correctly as intended.

Blockchain Technology
Blockchain technology is an internet-based technology which does not use central file servers. The data

is not stored on a single server or in the cloud -on several servers that mirror the data - but instead on
many computers called nodes. Blockchain technology is a special case of Distributed Ledger Technology
(DLT).In DLT, the data is shared across nodes in a network (Mills et al., 2016).In Blockchain Technology,
the data is organised in blocks that are shared and that cannot be altered, making them immutable. All
nodes on a particular blockchain will exchange data directly. This is known as a peer-to-peer (P2P)
network as opposed to a Local Area Network (LAN)or a network of LANs.

Hashing and creating a chain
A block consists of data, a timestamp, its hash and the hash of the previous block. The hash is the result

of an algorithm; the output of that algorithm is always the same if the input is the same. However, from
the output it is impossible to deduce the input, making it a secure cryptographic tool. If a block contains
the hash of the previous block and any data in the previous block is altered, the previous block’s hash
does not apply any more, a new hash is generated. However, the current block still shows the previous
block's hash before the alteration, so the chain is interrupted. This means that no data in any block can
be altered retrospectively without interruption of the chain.

Adding transactions to a chain
Each time a transaction happens, the node desiring to add that transaction to the blockchain requests
confirmation from the other nodes which then will check whether the hashes all still connect. If any block

in the chain since the start of that blockchain has been altered in the copy of the chain the requesting
block has, the hashes will not match and the transaction will be rejected by the nodes. In the most well-

known blockchain, the Bitcoin cryptocurrency blockchain, a simple majority of confirmations versus
rejections is required to accept the transaction as valid. After validation, all nodes will be updated with

the new data added.

Immutability
Since a transaction will only be added to the blockchain after a majority of the nodes confirms the
integrity of the chain, no previous blocks can be altered. Since every node has a copy of the whole

blockchain or at least the hashes of each block), if any hacker were to change any data, they would
have to hack into each node on the blockchain, or at least a majority of the validating nodes. This can
easily go into the thousands or even millions depending on the size of the blockchain) and while
theoretically possible, it is considered not feasible by computer security experts (Srupsrisopa, 2019).

Transparency
Since every node has a copy of the whole blockchain, the blockchain is completely transparent. This

means that if someone tries to alter the content of any one block, this amended block will be distributed
to all other nodes and they will notice that the hashes do not match anymore, the blocks do not connect.

So the alteration attempt is obvious to every node on the blockchain. This supports the immutability.
Immutability and transparency go together.
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However, the transparency of courses raises eyebrows in the business world, as companies do not want
all other companies on the blockchain know the details of their business.

In practical terms, due to the sheer data volume, this researcher suggests not to copy all data to all
nodes, but only the hashes. This way, every node can check whether the hashes still match and form a

blockchain, but do not have the actual data unless they need it.

Permissions
There are different types of blockchains:
[] Permissionless Blockchain. In a permissionless blockchain, all nodes have permission to read
and write. Bitcoin is an example of a permissionless blockchain, everybody on the blockchain
can buy or sell Bitcoins.

[] Permissioned Blockchain. In a permissioned blockchain, only authorized nodes can write and
add new blocks.

Public vs Private blockchains
Public blockchains can be accessed by any node on the internet, access to private blockchains is
restricted to authorized nodes only.

Both public and private blockchains can be permissioned or permissionless; however, in case of a
private permissioned blockchain, the question is whether a blockchain solution is required in the first
place, as a centralised database can be used with the same result and is more efficient Wist and

Gervais, 2018).

Smart Contracts
In blockchain terminology, smart contracts are short pieces of code that will execute automatically when
conditions are met. This can be very useful in international supply chains if the origin and the destination

country are members of a Free Trade Agreement (FTA). Al ASEAN member countries are members of
the ASEAN Free Trade Agreement (AFTA), which states that any goods made in a member country and
having at least 40 of local content is considered eligible for exemption of import duties. The relevant
line ministryin the originating country (in Thailand the Ministry of Commerce, in Malaysia the Ministry of
International Trade and Industry, for example) will issue a confirmation to the producer of the goods that

this product meets the requirement, and once this is confirmed, they will have to visit the office of the
ministry each time they have a shipment, so that a «Certificate of Origin Form D~ can be issued for each

shipment.

Development of a Conceptual Framework
Wiust and Gervais (2018) suggest the following framework to determine whether a blockchain is the most

appropriate technical solution to solve a problem:
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Figure 4: A flowchart to determine whether to use blockchain technology
Source: Wist and Gervais (2018)

Following this flowchart, the data in the ASEAN Single Window certainly needs to be stored, there are
multiple writers in each NSW. A «TTP~in the flowchart is a Trusted Third Party that can verify data.

ASEAN does not have any single agency that could fulfil that role; each countrys government will verify
their own Certificates of Origin, for example, or each shipping line verifies their own Bills of Lading.

In the ASW, all writers will be known. Each organisation that is allowed to supply data to their NSW must
be approved in advance anyway. A shipping line will provide legitimate vessel data, but an anonymous
node cannot be allowed to do that. Only a licenced customs broker is allowed to submit a customs entry.

However, not all writers can be trusted. Fraud happens regularly; fake Certificates of Origin are submitted

to customs offices to reduce import duties, invoice values are reduced in order to reduce import duties,
or the nature of goods are changed in order to avoid requirements for import licences.

The question is whether public verifiability is required and a public permissioned blockchain should be
used, or whether it is not required and a private permissioned blockchain should be used. Public

verifiability has the advantage that any corruption, or suspected corruption, will be prevented.

On the other hand, there is a fear that if all shipment data is public available, any traders: company
secrets will be known to their competitors, such as suppliers, customers, prices. However, the data on

the blockchain can be secured with cryptographic primitives, for example with Public Key Infrastructure
(PKI). With this technology, a writer digitally signs a data file with his private key and the recipient:s public

key, and only the recipient can open the file. This would solve the privacy concerns.

Using blockchain technology solves the problem of data corruption or alteration, intended or unintended,
and ensure verified data is used by all participants in a blockchain. In the ASEAN Single Window with a

high number of different kinds of organisations submitting data to be used by other organisations, the
data will be first transmitted to their own country’'s NSW then to the ASW and then to the destination

country’s NSW and from there to the organisations needing the data, involves many transmissions and
possible data corruption by error or by fraudulent intent, and provides interfaces for hackers. Data
integrity is inherent to blockchain technology, so this problem can be solved with blockchain technology.

Conclusion

The ASEAN Single Window ASW,) provides all organisations involved in international supply chains
within ASEAN with a tool to increase efficiency and reduce cost. However, using traditional networks

and transmitting data between a number of networks from the origin of the data to the user of the data
in another country is prone to errors and opens the opportunity for fraud.

This researcher recommends to use blockchain technology rather than connected central servers for
implementation, as the immutability of blockchains ensures data integrity. Especially since each supply

chain involves a multitude of organisations, a vast amount of data needs to be secured, which is a task
much more difficult with central servers or even cloud technology than it is with blockchain technology.

This reduction of data discrepancies to nil further increases efficiency in supply chain on top of the
efficiencies gained by implementing the ASW.
In addition, with smart contracts, licences and certificates can be issued automatically and added to the

blockchain, further increasing efficiency and reducing cost. Privacy or data confidentiality issues can be
solved with PKI encryption.
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