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VULNERABILITY IN SUPPLY CHAIN RISK MANAGEMENT
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Iniroduction

Transporiabion and supply chaims Feye beoome the focal part ol many dmms rping o mprose
compaiivensss in an rcreasingly ghobal markeiplace. Gobal supply chars ars compnssd ol a
multtude ol companes acting as pard ol a long and complex, kogistics system that s roeasingly
wulnerable bo vanous dislwbances (dagner ard Meshal, 2000; Vikoa, 2012). The length and
complexty ol suppl chans derre from the many paralel physca ard informabion flows in place o
srsume thal products are delivered in the ngit quanbibes, fo the right place, in a cost-eHective manner
LJodiner, 2005, Tre increased kength and complewty o iransporalion chans B alnoutabls o
Jobalzabion, e desslopment of communications and other sechnologes. o-business, complex
miamalional rebworks of indusing partnens, uipresiclabls demand. cosl pressures, oulsaurcEng,
ralance on guppiers. mismalional goeemmantsd inlevention and mors Ban 5 sgils BgiElics; such
crmpiasaly. o, deives supply chain sulneratbity [Walers 2007 Craighasd of &, 2007 Harswd o
A, AHEE; Hll, 2004 MagorJones el al., 2000 Mamsmhban sd Talloen 2000; Thon and Heossnig,
200G, 2011 Brindlay, 20004,

Transpart kegislics hive Become nomeazingly sgnficant in an ers ol infernationsl rade |Berasfon
A 2011]), Abthaugh Ggshics wers praviously corsidensd s be purely oparabioral by rature, nowsdags
il can b fonsdered & sirategic sue bor many onganestons |Gathora, 199 Franksl ot g, 2008
Thera ars arendly marg than s Blion contairen delraning cangs globally. and ths choloe ol
Fanzpan mods, or camBinabon al modes, may heee 8 dec impss] on e ellicency ol 8 supply chain
{Hu, 2011; Barestord o1 A, 2011]. In andér b be compelitve comgaanies ars lsanmyg losamds comples
gl netearks thal acl mare as an astenson ol the core Gompaliive scesrage. In doing s,
supply cRaing ars becoming mone gk with a ey of gefing products 1o cuslaomss mom guickly and
& a missmum lole cost |Gurasskaran el &, 2006, Thus, il becomes dear Fal e legsl of kogistics
EEYIGE provsnn can detammins how compsslibee an onganizalion B sl whefer i wil relsn s
cusiomen o STrac new ores (Oflac el &, 20020,

Thi raraporlabon syslam hae incraassd mtac-oranizaions depandancy and inlar-crganizalicnsal
mlaliormihips have Decoms neraasingly mponan! (Seossy ot ., 2008 inegamd and seambGs
lpgisice can play a cracial ioda in facilivaling glolel Ianscoafion prodcsaeas |[Bamomyong, 2005). Vel
M pACHGR, QRRENET PIRQEAICO indredsal capandency Dalmaan compaiige which can fuea b
wdhisrable alleact of incressing subbrabilly, Organsabons Fecélons. nesd o ondailand and
adlyzia tha chuballss of retwek procaeses m ander [0 adun thal T gaale ol the supdly ohain I
welh Wadir draen prganizalcnal srakegy. I eaeaniial thal solom collaboras and snank nformalian in
Todir na sk in ordie 10 a0l inmeruglons in logeiic Fees (Ecwands & al., 20010, Swansson, 201

B & cdapr from the above example hal logistics B undamoing continuaus, considerable and rapd
changes with & primarny ocus on sopply chain vadnerailly (Frackal al al, 2008]. For e pas) decada,
seaniiic ghacuasion has lecussd on sUpply chain rigk managamant, and whie some schalar (a4
Fack, 2005, Shatl, 2005} have conidbuled on the isee ol vananabdizg, in the condexi ol sugply
ehairg, it has recaied crly limik attanten, Tharalona Ihis paper aims o gie light b the supply chain
wulngrabilly By iusiraiing The facior when using checrata-gveni-based smulation & An analysis
mathod, The paper cortinuds by peesaniing e relevant theoealcel concapts. Transatar, ditkeean
focuses Jor using smulabion in supply chain wulnerabiity are introduced and Shen foliowad by the
simulation analysis. Finally, conduding discussion is presentad.

Thaory

This section ol the paper peesanis tha main concapis, namaly: supply chain, vulrerabiity and risk and
supply chain risk managemant and analysks in lems of ranspor logistics.

Suppdy chain, vdnerablty and sk
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A zuppl chan is defned as a sysism ol suppliers, manulaciurers, disinbuicrs, elakes and
cugioman o which malestal, eandal and inlormation Pows connescl parlicipants n bath diresions
{Figha, 200151, Acoordmg W Lamiesr] o gl (1058, supply chains camisl ol neteorks of ghuduns,
processas and mamnagement componsats thal provide 1he inkages bebessn supply and demand
Meanwhie, Walers [2007] descrbes A supply chain a3 conestng ol 8 sanes of acivlies and
arpgarizaliong thrgugh wiich malansl moves on ils jpomey fnoms inkis sepplen 1o nal custcomaens
Klaleral can induds epsrything thal an onganimalion moves—ooth langbils and mtangibls

To debng supply chain vulnscabolity & 5 sssanlig b st sxaming 1he characiersics of rsh. Fizks can
e delined in a mulbude ol ways. 53 found in IBerature. Walans (2007} defings sisks ag a Treat thet
sgmefing maghl happes 6 dierupt rorsal activibes, which slop things feppenicg as planned.
Francs-alabed Beralors vews rishs in ferrs of probablities ol egpescied sulcomes [Beaoar, 1968
This painl ol & wiesw is probably the oldest gne known, &3 7 was vsed o0 rsuieg machant sfips
Furdreds ol years 8g0. In slralegy ltealure, nek is pssd o adjusl ates of captal relum ol ifreastman]
{Chrislensen and Monlgoseny, 1981], warishbilly of aapected and aciusl reforss (Betlis, 1981], rsh of
sirategic achians and relabonal rsks (pporunsm, cheaing, seabng from cuslomess, el | (Baird and
Tharras, 1085; Bettis grwd Mabajan 1585 Manuj and WMentzer, 2008). Marksing Baralure visys ngks
& concamed with [he natues and spamancs ol buying gosls and taibors gl mestng pepctologesl or
perlormance goals (Cos, 15857 Manu and Mentzer. 2008].

Othar Blaralure dalnak roh A porely regalee &0 seés § laedng o orcaeined  medls o
conmquancag (Hafand & al, 200G, Mang & Mectzen 2008) A& alandard Tommola lor the
cpaantitative daliniten ol aupgly chain sk &

Risk = Px i1
wihgrs P i5 probabeliy of rgh avent and 1is imgee! of the ek eani [Michadl, 1995).

Hesland (20003 s Dishmand el al. (1563 visw righ ae an impleasion ol 8 phancmana of Baing
wriailain The ditkeanca, hineirenr, is axplaicsd by 'Woalara {2007, wha slalies thal The késy difamnce
s thal ribk his acma guanifiabla maamese for Riure avints, uncamdinty doss oo™ Trkemans and
MeComack 20080 cladealy uncaranly imd tve cRegoias andogencui and aacgand, whatear thay
&a dirheiry fam within o culeida the supply drgin. The sopply chan rgl can ba corsadamd as
ariginaling rom Aty umeamed dvenl thal coroemne the makeial, sfemmation o caeh Agw Tom Tha
mikal aupphar 0 the and customarn Rigke can Arss nom o@Enizalions, am supply ohdin (urners, o
Fom thi aataral anvimoment Waters, ZT0TL How senalien & Supply ohain is 0 Meas disluhancas
i i radd By s wulrsrabilily.

According 1o Wagnar and Bode (2008, p. 304), “supply chaim wulnerabilty is a Tunchion of cartain
supply chain characiaristics, and the loas @ T iNowrs is a result of is supply chain vulnerabiity to a
given supply chain disruption”. Asbjamslatt (Z008) defines vulnarabiity as “he properties of a supply
chain sysiam; ks premisas, laciiies and eguipment. induding human resourtas, human arganization
ard all its solteane, handware, net-wane hat may weaken o Imi is abilty o endure hreats and
survive accidental events thal crginale both within and outside system boundaries” Frovious
defintions have difaned somewhal from this. For aample, Peck (2005) descrbas wanerabilly as an
“Raposune 10 senous disturbance, ansing fom risks within the supply chain as wel as risks axdemal 1o
e supply chain.” Furlhermons, acoonding 1o Walers (2007), "supply chain vulnenabilty refects the
suscapiibiity of a supply chain io dsnption and & a consequenoe of the risks %o e chain™ Jifner e
al. (2003 describes Ssupply chain wulnarabilly as e propansity of risk scurces and nsk drivars 1o
outwaigh risk-miligating stralegios, thus causing adverse Supply chain consequancas and eopandizing
e supply chain's ability o effectivety sene the end cusiomar mankal. Synthestsing from the previcus
defintions fourd in the Hemtum, we define supply chain wulnerabilty as the supply chain systam’s
saposune 10 unwanied and urexpecind risk avenis thal orginate both within and outside the supply

chain syskem.

Aoconding jo Ashjorrskedt (2008 e dilerence betssen vunerabify analysis and risk analysis oomes
from the foows of the analysis. Whie vuinerabiity srelyss foosses on the mome Folslc supply ohain
perspectve in tems ol system mssion and seounty of supply, risk analysis docuses more on tha
mpacts ol indwdual eepris. When esamened rom a guaniisive perspechve, the diberence belween
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risk and wulnerabiity comes from e exposure-slement; here we defing the supply chain vulnerat bty
formula 35 lolows

Vulrerabifly=F «| «sE {2
wateers P i probabelity of a Ask evenl, |is e mpact of the rak swent and E i the aeposurs 50 the sk,

I reakly. when considesrg supply chain volnssatebly, the actons can befer allsct the propabiity of &
rigk mpand when hey hiee dontred aeer the aperafons rish coming insde B supply chain] or afleding
e mxpomurg G the sk avents [risk that comes rom culside 1he supply chain). Thus, when analyzing
e proper resparmsas o eupply cham wolrersbilly, e origin of the rgh sean] needs @ B laken inka
scoounl.

Liging simulaticn s 3 mathod for yulrerabilily analysis

Complele urdemlanding ol e consaquences of & risk B mpossble 1o analyze. Bascaly we ars
Ay acting with Imited and uncedain data thal olers enly a Imied vaee Gl The sulnersbiilies lacng
A complax supply chain ayalam. in sany cases, supply chain nicrmalion sheeirg i= lisiled, which can
Fandes wisiEnbly Gl $e volneseatbibliss s procegsas in the supaly chain, Inthese casas, the focus of
T anakyss malhod {im hare gmukbion] e 1o B camluly ssected in onder 10 cblam redavanl resulls
By selecing proper [Gius for anglyai, e sciurscy Gl e sesssemanl can ba improved, yal on The
ater hand, when Inving B oplimigs e gpetem whee rod enough Pfcmalion i aoibble ol 5
emplay dupgdy chain gagam, T reaulis cantdd Ba conedemd ralinlia. Thie an oEgERiEALON AN
arrln MpsuncaR By Irping o gl b fgonius resuls,

Thiara ara aamral lacies contribuliog 1 e pacois ol voinarabiily anslyiiE, such as the pécscnal
sholly of 1 kagisnics managers and 1he avalabdin ol sobware Homaver, assantaly the acasacy o
o anabysik is based on the diata, namaly e amaunt Jand sealatily) of & and the quakty of. In leme
aralyang and mansging mpel chan wdnaabiity, apel complaity dalives the locus ol 1the
girtmdaben, Thug, thaes catagonied an ussd 10 dusierte he smaialion oeg n Takke 1

Tha evaikabbs inlomaken & divided inlo ved Gategones; High amaum o dasa with ke uncanainty and
o the e amcunt of dale with figh worcenanty. The B adumn ol #e Tabke ilugiestes the bvel o
cnmpiaxty inhésant i the 3upply chaim spstem I B dvadid nlo e Ccalegorss, ramaly hgh and e,

Il::-wq-:-mphmwnf it zaion Estimarion
the supply chain

High comgilesity | Structmes Camsalities
of the supply chain

Tainda 1 Simedalon s in sepply chain fak mansgsamani

Dbt radiveg iz mpla

I e SRC0N W prakan] B Emulalion slody whan smulaion is uaed 10 gwve some aslimasions aboul
e padomanca of & polanial supply crain. The case coraais ol ofl-ahore sugply with a long laad-
wma (D deye) & caninal wanghouss, which inowrn leads Sve Dol warehouses. The spply chang
hiae Do iBugsiraded in Figues 1, Howenar, it i fdl wall kncw what kind of delips mighn eeist iom the
af-shorg mupelan A3 uch Ihe uply chan & sl with predaliced sgecaion polcss bul the
petantial desruplen am gran ditlecan lkakhodds, &5 mal &8, legihs
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Figure ¥: The anslyred supply chan

The ceneral warehmiee has o mavmion stock af 100 amits s will sider m lots of 250 unigs
fromn the sapplier, The bocal disoributors, an tke odher hand, have & maxiomm stiock of 63 anits
win] ofdens with kol siae af 30 onies, The delay Troeos the ofT-shone soppiier s 30 daas 1o the
centmal warehouss while the delivery delay so the bocal distribuiors is only ome day. The
demiaml for the bocal distributors is sochastic following 2 basic poissan process with an
sl demsand of &25% umirs

BEERE

The dissugitices ovcar Between the oT-shone sapplier and the centrl wandwouse. Each tlime &
delivery is mode from the supplser o the warehouse, ibe sysiem mndomizes whether a

diﬂl".l-l!h.ﬂ o, 17 the disruptaon ccvors, B dehivery is delased by b Bved sooust. Wit the
stmmlataon madke] we use different clunces B the delay and differen lengrhe fir ihe
ol isuptione.

The sisrmlation muode] was constnected ssing Anylogic. The basic connections. are presented
in Fipuere B T squd ko e contrl warehonse combnins all of the svsmly m the warebons,
Whenever nsale is mode at a distnduior, 8 will send this mformatbon 1o the cencral
warehouse. The warehouse them releases a uni For the specific disinbusor and neoves them

inko hesching aperavkon, where the unkt walts anik) o full ko ks ready. Afver this the gomds are
delivered 1o the distihutor. A sipnilar connection exisis between the centmal warehouse amd the

-.-rr-rh:rr: ~=||u|:l-l'i-n'
i sy distnknsoeSiock

iﬁ.:—*mw

Figwo 8: Basic conrecions in e smulbion model

The slemmlation nwshe] will Calcalibe th: 1ot Gosts ol the sy s, These inchike T edal
warehousing costs. tofil delivery costs. as well 25 the cost of lost sales, These values wall

chimpend on ilTeresn parsmetars sl they are presental i Table 2

[ Vartable [ Value
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Warehimsang cos 200 year per unin (23% wirnehonsing cost) |
Coest of Dot sales bR LLLE |
Fixad ondening cost for distmibaion 5 SHp |
Fixed apdering cost for ceniral wurehouse £ LMD |

Table 2: Smuaton parameies

FReeiaatin ol trris madal

The supgply chidn wis amalysed sqh 10 diffenmt likeldosds of disruptions and B dulfines
lengibs tar the dismaptions. The model had o warm op period af 1N weeks and the
simmilation period was 53 week<. A long simulaton period was nsed osmooth st the
disrugiives in the resslis of the siemlonan moded, We Tnally divided the mal cosie anb 1010
come up-with o yesrhy cast for the whale supply chain. Overall all different aptions were nm
Forr ORF Cimmees and Che sverage vilies ane isnd. Fangl results of the meode] e prosented in

Figure %

iy of slfious didrophions hkdlihoods and lesgth

Lenpgih = divrupien, s

b oF dadwry, W

R il mGHOOD Dl @ e B0 e

Figwre 9: Hasio conrectons in fra smukelion model

The performance of the sapply chain clearly depends on these disruptions. With the cureni
ardening podicy, the likelibood of the dismpcion has an mpaet i the dismuption likelihood
poes over 15 percemt. Anything between 5 and 35 % has sumlar resalis. Om the other kand. if
he Tengeh of the dssrupisms ae g (0 cays ), e costs of the sapply chaim arg Josar than
with o disruptson with o length of 6 days. This indicmes that the chosen ordering policy keads
i 0w lugh wameloteses i e cnanizanion ehosald fower them, The caposure i the riss is
rossihly o kaw snd i lesds o excessively high oasts an mast coses.

The same sbmulatson maedel coubd be ased later 1o apimize the perfonmance of the supply
chain when more imformation becomes availahle. IF the [Ekelihood of the disropisons wowlkd be

oo



ICLT2012

known as well as the kength of the delay, the organization could e the simulaison mode] o

apamide the performance of sapply cham. However, in the currenl staie this wauld nal bs:
possible as the disruptions most likely have a bigger impact on the resulis when the lot sizes
wanild be decreased.

Concluding discussion
Supply ohains hawe become increasingly impomant to the global economy. Mumencus trands have
afecied fhe development of complex kogishic sysioms during the lasi decade, and mary of those
¥ends have also exposad the supply chains io various risks, making them more vulnesabla than aver
befiore (Wagner and Blethat, 2081} In many ways, coping with fhis vunembity is 530 in s infancy.
Assassing the vunarabdity o an iniematonal sapply chain has proven dificul In onder for decision
makers 0 propery make these assessmenis, managers need o have a propar maia-esed
wndarsianding of tha probkem domain.

This paper ams io increass the undersianding of the ooenl levsl ol krowlsdge oeer vulnerabi iy
aralysis by a teolold contnbulion: firsdy. we mpross the clarty ol the currenl academic disoussion of
e lopo of wulnerabibbes in supply chain rsk management by laking imo accourt both the risk and
snposune slements and by ilusirafing the impact of those ina simulation Secondly, we pul forsard a
managenal immesork for choosing proper vainerablty aralyss methods usng avalable data.

The undersiandng ol the causaiies af fhe Seoretical and practical levels 5 essendal i onder 4o
properly analyoe vulnerabiblies. As a parl of supoly chain risk management, the conceplua maturty of
supply cham wvulnerabibly is =30 wvery much dessloping. Our scientibc conkibution s drasn fom
syrihesng previous Memlue (e.g. Ashernsiot, 2000; Peck, 2005; Walers_ 2007 Wagner and Bode,
200G and buldng our own definiion of supply chan valnerabiliy. In doing s we aim bo improee tha
conceplual clanty by using a dfferentiating element - expoasure - in supply chan vuineability.

In crder b analyse the supply chain vulnerabiities properly fhe supply ohain's operabions and nsks
noed o be dentfied by the aclors imvolved., The porfance of a comprehensive wew is wial
sspecaly n the case of kg and complex supply chans wheme there e several diferent modes ol
Franzpanalion in diferenl amdmnments That select e vansion i suinerabiity with diferen] aaposrs
o porme risks and dillsrert probalslity of alber svanls octurning In onder o allsn & comprafensve
wierw Ol the supply chain, axlansive knosdedgs aboul the dillerent phases. gl apanalicns B reguirsd. In
g study we uliced a smubabion model as they can grasp dynasic and slcchashc befavior, a5 well
&1 proneicks conlidencs imterdaly abgul the pedormancs gl the wisle supply chain, nal Gnly mdreicual
gt gl 1he complas supply chain 2yglem,

Sirmulation i & mulbpurposs ool and s spilsble i onder 10 analyes complee supply chans. Tha mons
compiax the supply char, the sore dfical] | & o oplimize all garks ol the supply chaim Howaver,
mirndabin can be used b ook for opbmal stnaGiomes. s 3 =upply crain design ehich shoold B wesli
wath amvimsnmant and products invelved. Even in casss wilh a small amaon o wiralable inkormation,
simndaicn can prosaded imights indo The causalibes which sost betessen diffaran] pans of the supgply
cham In Sis sludy we prezeanied how smulabion can be used 6 gain some astimates aboud he
perlormarce of 8 hypothabcal supply char gein with & bimied svoun] of Pomalion. Choosicg tha
cimesc] methad So ullice simdabon should help macagens maks mom nlomed dedsans reganding
suppky chair sk maragamant

I reslity /15 virluslly mpossile ko lisl avery concaivable sk, and sentifcation gives 3 lisl ol e moet
gEgrilicanm fsks tal have & efact on tha suppk dnain, Inee-grganiz alicnal asplopeas frpcaly Rave
e Mo inbmaks KnisBdge of e arganizafen Ao il corciilicna, Bul nol recassarly e capabiliy @
idamify rigks (Watem, 2007, Thig dpseates the berslits of having A holisls parapacive, whach & alsh
sapentinl for suppl ohain wplnerailly sralyas, By endemtandieg e imgeriance ol using 1he
Eppropriale iecud with e Plgrealies arganEaions Am able o moee albcanily Esaaliy Ingm i risk
Fanagament pracica, This organizalong an achiess a comgsliive shnmiaps Mo angaiing in
e ive Fak manageman, eapeciblly whan sl in Rgh-rigk ardeonmanis, By apprcpialaky eirng
i fipk maragemenl alloms scesending W relavani vidlneepbiliie,

Rilararcas
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